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Executive Summary
The recent explosion of remote work has necessitated accelerated digital transformation 
across the government sector to ensure continuity of operation. This required the gov-
ernment to address the shortfalls in existing IT infrastructure including those impacting 
productivity and data security, to protect against malicious actors taking advantage of a 
significantly increased attack surface. 

Prior to 2020, government agencies like many other organizations, relied on a perimeter 
security framework and teleworking was the exception, not the rule. Now thousands 
of employees who previously never worked from a remote location are currently doing 
so from geographically dispersed environments. There’s also a proliferation of personal 
technologies such as non-government approved personal computers and personal 
mobile devices being used to connect to unclassified networks. The perimeter and end-
points have dramatically shifted, and the threat to remote workers, and the threat to 
information exchanged over their connections has significantly increased.

For the Department of Defense (DOD) and other federal, state and local government 
agencies, remote workers introduce new potential vulnerabilities—whether it be weak 
passwords on personal computers not being updated with the latest vendor security 
patches, poorly secured home WiFi routers, or a family member’s device passing along 
a computer virus.

 

 
	 US White House OMB Releases 

Cyber Security Directive 
On March 22, 2020, the United States 
White House Office of Management 
and Budget (OMB) recognized the 
immediate need for improved cyber-
security of information, and released a 
directive for the broader government. 

1. �Not all agencies may be able to issue 
PIV credentials during the time of 
remote work.

2. �Agencies are directed to use the 
breadth of available technology 
capabilities to fulfill service gaps and 
deliver mission outcomes. 

3. �Agencies should be prepared to  
issue an alternate credential or  
authenticator for physical  
and logical access.

http://resources.yubico.com/53ZDUYE6/as/q9ua1c-fpy4d4-1nh4j2/Office_of_Management_and_Budget_Memorandum_M-20-19.pdf
http://resources.yubico.com/53ZDUYE6/as/q9ua1c-fpy4d4-1nh4j2/Office_of_Management_and_Budget_Memorandum_M-20-19.pdf
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Why it matters:  
The rapid need for secure PIV/CAC  
alternatives 
Government agencies and Defense Industrial Base (DIB) partners need to strengthen cyber security 
capabilities on their networks for remote workers, particularly in authentication of users joining the 
Department of Defense (DoD) and DIB networks. Agencies can use alternate credentials or authen-
ticators currently approved by the DoD Chief Information Officer (CIO) to address this urgent need 
to replace or augment existing PIV and CAC capability. This is particularly beneficial for access to 
legacy and excepted networks where PIV and CAC are currently not viable alternatives (i.e., legacy 
systems that workers need to access to continue their work).

PIV and CAC rely on a centralized identity and in-person proofing model where identities are validated 
in-person prior to credentials being issued. Due to current social distancing measures this may 
not be possible. Additionally, PIV and CAC authentication infrastructure lacks the convenience and 
flexibility required to support a rapid shift to remote work environments. Many employees do not 
have PIV and CAC readers at home. There may also be contractors, sub-contractors, and coalition 
partners that aren’t eligible for these credentials, or for access to legacy networks that cannot be 
PIV/CAC enabled. When usernames and passwords are used in lieu of token based multi-factor 
authentication (MFA), unnecessary risk is introduced from potentially unsecured home networks to 
the broader networks they are connecting to.
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The solution:  
Secure remote workers against phishing 
and other cyber security threats with  
the YubiKey
Traditional MFA methods are insecure and do not offer the best user experience. SMS, one time 
passwords, and even mobile push authenticators are susceptible to account takeover attacks from 
phishing and man-in-the-middle attacks. YubiKeys have been proven to offer the highest levels of 
security against account takeovers in independent research, preventing targeted attacks.

YubiKeys offer the best of both worlds – the strongest security against phishing attacks and account 
takeovers, as well as the best user experience. To authenticate, users simply tap/touch their security 
key. YubiKeys do not require batteries, have no breakable screens, do not need a cellular connec-
tion, and are water-resistant and crush-proof. 

YubiKeys feature modern protocols like FIDO2 and WebAuthn, as well as OTP, SmartCard (PIV), 
OpenPGP, earlier FIDO versions, and more. A single key supports multiple applications, allowing 
YubiKeys to work with current applications and authentication methods, and advanced and  
emerging protocols at the same time.

Security key					          100%

On-device prompt			              90%

Secondary email			              79%

SMS code			             76%

Phone number                50%

Account takeover prevention rates

Research by Google, NYU, and UCSD based on 350,000 real-world hijacking 
attempts. Results displayed are for targeted attacks.
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The benefits:  
YubiKey as a modern PIV/CAC alternative 
for highest-assurance authentication for 
remote workers
The YubiKey from Yubico provides a government-approved MFA solution for securing remote workers, 
that complies with the highest industry standards. The Yubikey is one of only three DoD CIO government 
approved alternate authenticators that meet DoD’s rigorous cybersecurity requirements. 

Fast Identity Online (FIDO) security keys like the YubiKey provide an immediate, affordable solution 
and are available to implement at scale today. DoD CIO guidance and approval for use of YubiKey 
was released as early as 2018, demonstrating that the US government recognized the need for agile, 
adaptable, scalable and affordable security solutions far long before COVID-19. In addition, the suc-
cessful implementation of YubiKeys in DoD was enhanced by its proven track record of being easy 
to use, an important aspect for successful adaptation across an enterprise. 

YubiKeys comply with the highest standards and can be rapidly deployed to remote workers 
YubiKeys provide the highest-assurance authentication security and serve as a modern PIV/CAC 
authentication alternative for government agencies. 

http://resources.yubico.com/53ZDUYE6/as/q9ua1c-fpy4d4-d57g7w/Department_of_Defense_Memorandum_Interim_Digital_Authentication_Guidelines_for_Unclassified_and_Secret_Classified.pdf
http://resources.yubico.com/53ZDUYE6/as/q9ua1c-fpy4d4-d57g7w/Department_of_Defense_Memorandum_Interim_Digital_Authentication_Guidelines_for_Unclassified_and_Secret_Classified.pdf
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With a hardware key USB-A and USB-C form-factor that doesn’t require a specialized reader, and 
the ability to mail keys directly to residential addresses across more than 30 countries, YubiKeys 
offer the strongest authentication security solution and can be rapidly and easily deployed to remote 
government workers. 

YubiKeys are:

●	 FIPS 140-2 certified (Certificate #3517) Overall Level 2, Physical Security Level 3

●	 Validated to NIST SP 800-63-3 Authenticator Assurance Level (AAL) 3 requirements

●	 Supported for DFARS/NIST SP 800-171

●	 WebAuthn/FIDO/FIDO2 compliant

●	 Approved for use in DOD Non-Classified and Secret Classified environments

●	 In compliance with Homeland Security Presidential Directive 12 (HSPD 12)  

YubiKey is an affordable solution that enables a wide variety of end user device utilization 
YubiKeys accommodate derived PIV/CAC requirements, eliminating device-based authentication 
and minimizing Bring your Own Device/Bring your own approved device (BYOD/BYOAD) reimburse-
ment costs. A single security key can be used to securely authenticate users to applications and  
services across multiple government issued or approved personal devices such as laptops, desk-
tops, tablets, and mobiles, making it a cost-effective solution.

YubiKey has a trusted United States (US) based supply chain 
Manufactured securely in the US using stringent processes and a secure supply chain for trust-
worthy components, YubiKeys are fully vetted and approved for sale throughout the public sector. 
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Best practices:  
5 ways YubiKeys can be used to protect re-
mote workers using highest-assurance MFA

 

           Enable MFA for identity access management (IAM) systems and identity providers (IdPs)
The best cloud and hybrid environments leverage IAM solutions to enable employees to work without  
the hassle of multiple usernames and passwords. Many of the leading IAM vendors offer native 
YubiKey support including Axiad, Duo, Google Cloud, Microsoft Azure Active Directory, Okta Workforce 
Identity, PingID, RSA SecurID Suite, and others. Agencies can immediately improve the level of security 
across the entire organization by simply turning on MFA with YubiKeys. IAM vendors and IdPs can also 
be used for Single Single On (SSO) to other business critical messaging or video conferencing apps 
such as Microsoft Teams, Google Hangouts, and Zoom. 

How the YubiKey helps secure government remote workers

IAM Application Login
Okta, Duo, Ping Identity, 
RSA, SecureID Access On-premises 

Services

Cloud 
Services

Remote Access
Citrix, Cisco AnyConnect, 

Pulse Secure 

Computer/VDI Login
Windows, MacOS 

1
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           Secure VPN access with MFA 
With an increase in remote workers, comes an increase in the number of people utilizing a VPN to 
access the government network. Pulse Secure and Cisco AnyConnect, can be configured to work 
with a YubiKey as a smartcard (PIV) for remote access. Other VPN applications that offer native sup-
port for YubiKeys use the one-time password (OTP) capabilities. 

	  
           MFA for computer login 
Whether employees are using a Mac or Windows machine, there are several options for securing 
computer logins with the YubiKey. One of the most effective ways is to leverage the smart card func-
tionality of the YubiKey, and use the key in addition to a PIN, to lock down access to a computer. 
Most recently, Yubico has been working very closely with Microsoft to enable native YubiKey support 
in Microsoft Azure Active Directory for a FIDO-based passwordless login experience. It is now avail-
able in public preview for hybrid environments as well.  

	  
           Step-up authentication for password managers
A recent Ponemon Institute report showed employees manage passwords with sticky notes and 
human memory. Whether employees are remote workers or not, they need a simple and safe way to 
create, store, and manage passwords. The YubiKey integrates with several enterprise-grade pass-
word managers including 1Password, Dashlane, Keeper Security, LastPass, and more.  

	
           Securely generate one-time time-based passcodes
Many of the services or applications being used at various agencies may support time-based one-
time passcodes (OTPs) — such as Google Authenticator or Authy—as a two-factor authentication 
method. The Yubico Authenticator application and a YubiKey can replace those authenticator apps. 
Instead of the one-time passcodes being stored within a mobile device or computer, secrets are 
stored in the YubiKey. This allows users to generate OTP codes within the app by inserting or tapping 
the YubiKey to a device. Yubico authenticator is compatible with iOS, Android, Windows, and Mac.

2
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Remote work is here to stay
Remote work is here to stay for the foreseeable future, and may even change how employees work 
in the long-term. The current world situation has forced digital transformation at an accelerated 
rate which forced implementation of remote work scenarios for tens of thousands of government 
workers. Government agencies need to fast-track secure easy-to-use authentication to ensure that 
remote workers connecting to government networks and cloud-hosted services do not leave open 
doorways for cyber criminals to exploit. By mitigating cyber security threats such as spear phish-
ing, malware, and man-in-the-middle attacks with highest assurance MFA, FIPS validated hardware 
security keys such as the Yubikey, will help agencies ensure the security and confidentiality of their 
networks and information.

For more information on the YubiKey as a federally-approved authentication solution to protect 
remote workers, watch the on-demand panel discussion Modern PIV/CAC alternatives: securing 
government teleworkers and mobile devices with Danelle Barrett, former US Rear Admiral, and 
Director Navy Cyber Security and Deputy Chief Information Officer. 

For more information on the 
YubiKey as a federally-approved 
authentication solution to protect 
remote workers, watch the  
on-demand panel discussion 
Modern PIV/CAC alternatives: 
securing government teleworkers 
and mobile devices with Danelle 
Barrett, former US Rear Admiral, and 
Director Navy Cyber Security and 
Deputy Chief Information Officer. 

https://www.brighttalk.com/webcast/15793/397128
https://www.brighttalk.com/webcast/15793/397128
https://www.brighttalk.com/webcast/15793/397128
https://www.brighttalk.com/webcast/15793/397128
https://www.brighttalk.com/webcast/15793/397128


  11Yubico   Best practices to secure remote government workers with the YubiKey

Yubico Inc.
530 Lytton Avenue, Suite 301
Palo Alto, CA 94301 USA	
844-205-6787 (toll free) 
650-285-0088

About Yubico  Yubico sets new global standards for easy and secure  
access to computers, servers, and Internet accounts. Founded in 2007, 
Yubico is privately held with offices in USA, Australia, Germany, Singapore,  
Sweden, and UK. Learn why nine of the top 10 internet brands and millions 
of users in more than 160 countries use our technology at www.yubico.com.


